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Presenter�
Presentation Notes�
In the three decades since its inception, ISACA has become a pace-setting global organization for information governance, control, security and audit professionals. It’s IS auditing and IS control standards are followed by practitioners worldwide. Its research pinpoints professional issues challenging its constituents. It’s Certified Information Systems Auditor (CISA) certification is recognized globally and has been earned by more than 55,000 professionals. 

The IT Governance Institute (ITGI) exists to assist enterprise leaders in their responsibility to ensure that IT goals align with those of the business, it delivers value, its performance is measured, its resources properly allocated and its risks mitigated. Through original research, symposia and electronic resources, the ITGI helps ensure that boards and executive management have the tools and information they need for IT to deliver against expectations.



NOTE:  This isaca awareness presentation is copyrighted by ISACA. ©2008 ISACA. All rights reserved.�


CERTTHED INFORMATION SYSTEMS AUDITOR™

CERTIFIED INFORMATION
SECURITY MANAGER®
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Presenter�
Presentation Notes�
ISACA’s membership—more than 65,000 strong worldwide—is characterized by its diversity. Members live and work in more than 140 countries and cover a variety of professional IT-related positions, including IS auditor, consultant, educator, IS security professional, regulator, chief information officer and internal auditor. Some are new to the field, others are at middle management levels and still others are in the most senior ranks. They work in nearly all industry categories, including financial and banking, public accounting, government and the public sector, utilities and manufacturing. This diversity enables members to learn from each other, and exchange widely divergent viewpoints on a variety of professional topics. It has long been considered one of ISACA’s strengths.



Another of ISACA’s strengths is its chapter network. ISACA has more than 175 chapters established in over 70 countries worldwide, and those chapters provide members education, resource sharing, advocacy, professional networking and a host of other benefits on a local level. In the three decades since its inception, ISACA has become a pace-setting global organization for information governance, control, security and audit professionals. 

 

Together, ISACA and its affiliated IT Governance Institute lead the information technology control community and serve its practitioners by providing the elements needed by IT professionals in an ever-changing worldwide environment.

�


ANSI| Accreditation

I— ——
e ——

= il
-— - -
= — —_ ——
i -—*_
— == — — .

—

~_ = The American Nat|0TTaI‘S_andards Institute (ANSI) has awarded

— accreditation under ISO/IEC 17024 to the Certified Information
Systems Auditor (CISA) and Certified Information Security
Manager (CISM) certification programs. ANSI reaccredited

these ISACA programs in 2007.

= Accreditation by ANSI signifies that ISACA’s procedures meet
essential requirements for OPENnEss, balance CONSensus



Presenter�
Presentation Notes�
The CISM Certification was awarded with the accreditation from ANSI 



The American National Standards Institute (ANSI) has awarded accreditation under ISO/IEC 17024 to the Certified Information Systems Auditor (CISA) and Certified Information Security Manager (CISM) certification programs.  ANSI reaccredited these ISACA programs in 2007.



Accreditation by ANSI signifies that ISACA’s procedures meet ANSI’s essential requirements for openness, balance, consensus and due process.
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The Certified Information Systems Auditor (CISA) is

ISACA’s cornerstone certification. The CISA certification

has been earned by more than 55,000 professionals

since inception and is for the IS audit, control, assurance
and/or security professionals who wish to set themselves
apart from their peers. Since 1978, the CISA certification

has been renowned as the globally recognized achievement
for those who control, monitor and assess an
organization’s information technology and business
systems.



http://www.isaca.org/Template.cfm?Section=CISA_Certification&Template=/TaggedPage/TaggedPageDisplay.cfm&TPLID=16&ContentID=4526
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= The CISA exam Is offered in 11 languages
and at over 240 locations

= Certification Magazine’s 2007 salary survey
ranked CISA In the top five highest paying
ifications:. | .
| iwm on the last

slide






Presenter�
Presentation Notes�
1.  IS Audit Process –  10%

	Provide IS audit services in accordance with IS audit standards, guidelines, and best practices to assist the organization in ensuring that its information technology and business systems are protected and controlled.

	Tasks: Develop and implement a risk-based IS audit strategy in compliance with IS audit standards, guidelines and best practices; Plan and/or conduct specific audits to ensure that IT and business systems are protected and controlled; communicate emerging issues, potential risks, and audit results to key stakeholders

2.  IT Governance –  15%

	Provide assurance that the organization has the structure, policies, accountability, mechanisms, and monitoring practices in place to achieve the requirements of corporate governance of IT.

	Tasks:  Evaluate effectiveness of IT governance and organizational structure and management; evaluate IT policies, standards, procedures, and processes; evaluate management practices; evaluate IT resource investment, use and allocation practices; evaluate risk management practices to ensure that IT related risks are properly managed; evaluate monitoring and assurance practices to ensure that management receives sufficient and timely information about IT performance

3.  Systems and Infrastructure Lifecycle Management–  16%

	Provide assurance that the management practices for the development/acquisition, testing, implementation, maintenance, and disposal of systems and infrastructure will meet the organization’s objectives.

	Tasks:  Evaluate the business case, project management framework and governance practices for the proposed system development/acquisition to ensure that it meets business goals; perform reviews, evaluate proposed control mechanisms; evaluate the processes by which systems and/or infrastructure are developed/acquired and tested; evaluate the readiness of system/infrastructure for implementation and production; perform post-implementation review of the system/infrastructure�
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= Farna passiTU"ﬂ:‘ﬂT@ on the CISA Exam

= Havea minimum of five years of verifiable IS audit,
control or security experience (substitutions available)

= Submit the CISA application and receive approval

= Adhere to the ISACA Code of Professional Ethics

= Abide by IS Auditing Standards as adopted by ISACA

‘;omply_wﬂh continuing profiessional education policy:



Presenter�
Presentation Notes�
To earn the CISA designation, candidates are required to:

Pass the CISA exam.

Submit application (can be downloaded at www.isaca.org/cisaapp) with verified evidence of a minimum of five (5) years of professional information systems (IS) auditing, control and security work experience. Substitution and waivers of such experience may be obtained as follows:

A maximum of one year of information systems OR one year of non-IS auditing experience can be substituted for one year of information systems auditing, control or security experience.

60 to 120 completed university semester credit hours (the equivalent of a two-year or four-year degree), not limited by the ten year preceding restriction,  can be substituted for one or two years, respectively, of information systems auditing, control or security experience.

Membership as a Fellow or Associate in the Association of Certified Chartered Accountants (ACCA) can be substituted for two years of information systems auditing, control or security experience.

A bachelor’s or master’s degree from a university that enforces the ISACA sponsored Model Curricula can be substituted for one year of information systems auditing, control or security experience. To view a list of these schools, please visit www.isaca.org/modeluniversities. This option cannot be used if three years of experience substitution and educational waiver have already been claimed.

Experience must have been gained within the 10-year period preceding the date of the application for certification, or within five years from the date of initially passing the exam. It is important to note that many individuals choose to take the CISA exam prior to meeting the experience requirements. 

Adhere to the ISACA’s Code of Professional Ethics.

Abide by IS Auditing Standards as adopted by ISACA.

Comply with the CISA Continuing Professional Education Policy (discussed later).�
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. The Certified Information Security Manager (CISM) certification

is a unique management focused certification that has been
— ey earned by over 7,000 professionals since its introduction in
2003. Unlike other security certifications, CISM is for the
individual who manages, designs, oversees and assesses
an enterprise's information security program. CISM defines
the core competencies and international performance
standards that those who have information security
management responsibilities must master.

—



http://www.isaca.org/Template.cfm?Section=CISM_Certification&Template=/TaggedPage/TaggedPageDisplay.cfm&TPLID=16&ContentID=4528

-~ = More than 7,000 CISMs worldwide

= The CISM exam Is offered in 4 languages
(English, Japanese, Korean and Spanish) in over
240 locations

= Certification Magazine’s 2007 salary survey
nked both CISA and CISM certlflcatlons In the
toEflve nighest paying certifi

give you the top five (5) cert’s on'the last slide



Presenter�
Presentation Notes�
 More than 7,000 professionals have now earned the CISM designation

 Because the CISM designation is recognized around the world, the exam is currently offered in 4 languages: English, Japanese, Korean and Spanish. The exam is offered in over 240 locations worldwide.�
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Presenter�
Presentation Notes�
The CISM exam covers five information security management areas, representing a job practice analysis of the work performed by information security managers as validated by prominent industry leaders, subject matter experts and industry practitioners. Each area represents a current market perspective of what is performed and what should be known by information security managers. This information provides the basis for the CISM exam, and and the percentages listed represent approximate percentage of test questions allocated to each area.

1.  Information Security Governance (23%)

Establish and maintain a framework to provide assurance that information security strategies are aligned with business objectives and consistent with applicable laws and regulations. 

Tasks: Develop an information security strategy aligned with business goals and objectives; Align information security strategy with corporate governance; Develop business cases justifying investment in information security; Identify current and potential legal and regulatory requirements affecting information security; Identify drivers affecting the organization (e.g., technology, business environment, risk tolerance, geographic location) and their impact on information security; Obtain senior management commitment to information security; Define roles and responsibilities for information security throughout the organization; Establish internal and external reporting and communication channels that support information security. 

2.  Information Risk Management (22%)

Identify and manage information security risks to achieve business objectives.

Tasks: Establish a process for information asset classification and ownership; Implement a systematic and structured information risk assessment process; Ensure that business impact assessments are conducted periodically; Ensure that threat and vulnerability evaluations are performed on an ongoing basis; Identify and periodically evaluate information security controls and countermeasures to mitigate risk to acceptable levels; Integrate risk, threat and vulnerability identification and management into life cycle processes (e.g., development, procurement and employment life cycles); Report significant changes in information risk to appropriate levels of management for acceptance on both a periodic and event-driven basis. 

3.  Information Security Program Development (17%)

Create and maintain a program to implement the information security strategy. 

Tasks: Develop and maintain plans to implement the information security strategy; Specify the activities to be performed within the information security program; Ensure alignment between the information security program and other assurance functions (e.g., physical, HR, quality, IT); Identify internal and external resources (e.g., finances, people, equipment, systems) required to execute the information security program); Ensure the development of information security architectures (e.g., people, processes, technology); Establish, communicate and maintain information security policies that support the security strategy; Design and develop a program for information security awareness, training and education; Ensure the development, communication and maintenance of standards, procedures and other documentation (e.g., guidelines, baselines, codes of conduct) that support information security policies; Integrate information security requirements into the organization's processes (e.g., change control, mergers and acquisitions) and life cycle activities (e.g., development, employment, procurement); Develop a process to integrate information security controls into contracts (e.g., with joint ventures, outsourced providers, business partners, customers, third parties); Establish metrics to evaluate the effectiveness of the information security program. �
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Presenter�
Presentation Notes�
To earn the CISM designation, candidates are required to:

 Earn a passing score on the CISM exam.

 Submit evidence of a minimum of five (5) years of professional information security managing work experience. Substitution and waivers of such experience may be obtained as follows:

 A maximum of one year of information systems, operating or programming experience or one year of information security experience can be substituted for one year of information systems security management experience.

 A post-graduate degree, or current CISA or CISSP can be substituted for two years of information security management experience.

 Every two years of experience as a full-time university instructor in a related field (e.g. computer science, accounting, information systems security) may be substituted for one year of information systems auditing, control or security experience.

Experience must have been gained within the 10-year period preceding the date of the application for certification, or within five years from the date of initially passing the exam. It is important to note that many individuals choose to take the CISM exam prior to meeting the experience requirements. 

 Submit the CISM application and receive approval

 Adhere to ISACA’s Code of Professional Ethics.

 Comply with the CISM Continuing Education Policy (discussed later).

�


The IT Governance certification is intended to recognize a
wide range of professionals for their knowledge and
application of IT governance principles and practices. It is
designed for professionals who have management,
advisory, or assurance responsibilities as defined by a
"job practice" consisting of IT governance related tasks
and knowledge. Earning this designation will enable
professionals to respond to the growing business demand

- for a comprehensive IT governance program t efines
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Presenter�
Presentation Notes�
 More than 7,000 professionals have now earned the CISM designation

 Because the CISM designation is recognized around the world, the exam is currently offered in 4 languages: English, Japanese, Korean and Spanish. The exam is offered in over 240 locations worldwide.�
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~ Job Practice: A job practice serves as the basis for the exam and the

. experence.seguirements to earn the CGEIT certification. Each job
practice consists of task and knowledge statements, organized by
domains and are intended to depict the tasks performed by
individuals who have a significant management, advisory, or
assurance role relating to the governance of IT and the knowledge
required to perform these tasks. The domains;arne as follows:

1. IT Governance Framework (required)

. Strategic Alignment

. Value Deli
RISKSVIENEGEY

5. Resource Management

6. Performance Measurement
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Presenter�
Presentation Notes�
The CGEIT job practice serves as the basis for the CGEIT exam and experience requirements needed to earn the CGEIT certification.  The CGEIT job practice consists of task and knowledge statements organized into 6 domains.  These task and knowledge statements depict the tasks performed by those who have a significant management, advisory, or assurance role relating to the governance of IT and the knowledge required to perform these tasks. The CGEIT domains consist of:



IT Governance Framework (required)

Strategic Alignment 

Value Delivery 

Risk Management 

Resource Management 

Performance Measurement�
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= \What is the registration deadline of the next
= exam and what are the fees?
= On or before 20 August 2008

ISACA member US $375
Nonmember US $505

= After 20 August through 24 September 2008
ISACA member US $425
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such topics as:

— Penetration Testing (2 days) by CanAudit
— CobiT Foundations (2 days) by ITPreneurs
— Web Security (3 days) by MIS T

— Auditing IT (1 day) by CanAudit
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Information Systems Development SenierSpecialist
Auditor of Public Accounts
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s #1 at $117, 110 n annual salary BCSM
(Brecade Certified SAN Manager)

= #2 at $115,720 in annual salary — CISM

= #3 at $111,090 in annual salary.— CCIE
(Cisco Certified Internetwork Expert)

at $109i510 in annual ﬁ,ﬁw — BCSD
cad Igner)

= #5 at $98,740 in annual salary - CISA
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Presenter�
Presentation Notes�
HTTP://WWW.ISSA.ORG/RESOURCES/INDUSTRY-CERTIFICATIONS.HTML�


(ISC) 2 OVERVIEW

Lynn McNulty
Director of Government Affairs

May21, 2008

Lynn.McNulty@verizon.net
WWW.isc2.0rg

Nej

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.




Outline of Presentation

» Background of (ISC)?

» Review of (ISC)? certifications and concentrations

* Quick look at the current status of the Information Security
profession

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.



Speaker Bio—Lynn McNulty

e Retired from Federal Government in 1995 as the Associate
Director for Computer Security NIST

--Worked in the IT security field at CIA, FAA and State

e Served as Director of Government Affairs for RSA Security
1997-2000

e Currently Director of Government Affairs for (1ISC)2

 Member of the Information Systems Security and Privacy
Advisory Board

e Member of the Executive Committee of the IT Sector
Coordinating Committee

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.


Presenter�
Presentation Notes�
 �


)
Who We Are

e Established in 1989 - Non-profit consortium of industry leaders

* Global leaders in certifying and educating information security
professionals throughout their careers

e Offer the first information technology-related credentials to be
accredited to ANSI/ISO/IEC Standard 17024

* Global standard for information security — (ISC)2 CBK®, a
compendium of information security topics

e Board of Directors -- Top information security professionals
worldwide

e Nearly 60,000 certified professionals in 135 countries

 Produce the only Global Information Security Workforce Study

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.


Presenter�
Presentation Notes�
(ISC)² was formed 16 years ago to develop an accepted professional standard for the practice of information security. Professional standards and required areas of knowledge are represented in (ISC)²’s CBK, a continuously updated taxonomy of information security topics.  (ISC)² is the oldest information security education and certifying organization, and is dedicated to professionalizing the information security workforce.  



�


Credential Offerings
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ISO/IEC 17024 ISC/IEC 17024 ISO/IEC 17024

Credentials — The Gold Standards in information security certification

CISSP*

Architecture

st

P
ISCNEC 170324

» Certified Information Systems Security Professional (CISSP)

* Certification and Accreditation Professional (CAP)

e Systems Security Certified Practitioner (SSCP)

Engineering

(Gaws:) CISSP Concentrations — In-depth, specialized enhancements to the CISSP

==
ISCOVIEC 17024

* Information Systems Security Architecture Professional (ISSAP)
CISSP*

 Information Systems Security Engineering Professional (ISSEP)

Management

* Information Systems Security Management Professional (ISSMP)

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.


Presenter�
Presentation Notes�
(ISC)²’s information security certifications provide organizations with the assurance that its staff has been tested on understanding industry best practices and possess a broad knowledge of the field as well as sound professional judgment.



(ISC)²’s professional certifications are vendor-neutral and differ from vendor-specific certifications. Vendor-specific certifications are often tied to a particular technology and are awarded upon successful completion of an examination. Vendor-neutral certifications are not tied to a specific vendor or product but encompass a broad scope of knowledge. 



Note to speaker: Depending on the audience, you may have to give a full description of each certification or focus on “concentrations” and “Associate of (ISC)²”. All this information is contained in the following slides. 

Use and display our individual certification brochures.  You may also want to move the Career path slide (next to last in this deck) into the next position to support this conversation or leave it where it is as a summary.�


»
Certified Information Systems Security Professional (CISSP®)

Meant for professionals who:

» Are experienced professionals who manage and enforce
Information security policies

e Have minimum 5 years cumulative work experience Iin s,
CBK® domains, or 4 years and applicable college degree @

ISO/IEC 17024
e Subscribe to (ISC)? Code of Ethics
* Are endorsed by another member of (ISC)?2

e Pass a rigorous exam to assess their knowledge, skills
and abilities relevant to the CBK

e Earn 120 hours of Continuing Professional Education
(CPE) every 3 years for recertification

e May pursue specialized concentrations available In
several areas of the CBK

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.


Presenter�
Presentation Notes�
The certification for information security  managers, the holder of a CISSP develops information security strategy, writes information security policy, manages information security and personnel and ensures security policy is complying with industry regulations. CISSP candidates are must have a minimum of 4 years cumulative experience within at least one of the ten CBK domains and pass a rigorous 6-hour multiple choice exam. 



The holder of a CISSP is expected to be equally proficient operating as a leader of technologists or presenting the business case for complex security issues to corporate management. Likely positions for those holding the certification include information security/assurance professional, CIO, CSO, risk manager, security manager and security analyst.



The holder of a CISSP must subscribe to a set of behavioral criteria regarding the conduct of their profession and is required to earn 120 hours of continuing education every 3 years in order to maintain their credential.



�


)
CISSP CBK® Domains

* Access Control

» Application Security

e Business Continuity and Disaster Recovery Planning
 Cryptography ISO/IEC 17024
 Information Security and Risk Management

* Legal, Regulations, Compliance and Investigations

e Operations Security

* Physical (Environmental) Security

e Security Architecture and Design

* Telecommunications and Network Security

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.


Presenter�
Presentation Notes�
The (ISC)² CBK for all its certifications establishes a common framework of information security terms and principles that allows information security professionals worldwide to discuss, debate and resolve matters pertaining to the profession with a common understanding. It also outlines the knowledge requirements of the profession and serves as the basis for (ISC)²’s education and certification programs. 



Each CISSP CBK domain is divided into 5 distinct sections:  

How do we secure

What do we secure

What do we use to secure

What do we use to validate security

How do we implement business oriented processes to mitigate risk









�


)
ISSAP® CBK Domains

e Access Control Systems and Methodology
e Telecommunications and Network Security
e Cryptography

* Requirements Analysis and Security Standards/Guidelines
Criteria

* Technology Related Business Continuity Planning (BCP) &
Disaster recovery Planning (DRP) & Continuity of Operations
Planning (COOP)

e Physical Security Integration

CISSP’

Architecture

s

===x
ISOMEC 17024

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.


Presenter�
Presentation Notes�
As the security industry grows in size, complexity and specialization, employers are increasingly in search of qualified individuals who possess the specific knowledge, skills and abilities to develop policies, processes and procedures that mitigate today’s risks and anticipate tomorrow’s. CISSPs in good standing are eligible to complete any of three (ISC)² concentrations that demonstrate proven specialization and expertise in the areas of architecture, engineering and management. 

According to Certification Magazine’s December 2006 Salary Survey, those who hold the ISSAP have the highest average salary among all information security certificate holders at $114,210 annually.



The CISSP-ISSAP is ideal for advanced security architecture professionals who focus on high-level security for enterprise-wide systems and infrastructure. It is based on the more technical domains of and delves much more deeply into the sub-domains of the CISSP CBK. The CISSP-ISSAP exam contains scenario-based questions that test not only knowledge but skilled ability in a practical application of that knowledge. The CISSP-ISSAP recently became accredited under ISO/IEC/ANSI Standard 17024.�


)
ISSEP® CBK Domains

e Systems Security Engineering
e Certification & Accreditation
e Technical Management

* U.S. Government Information Assurance (I1A) Regulations

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.

CISSP*

Engineering

D

.

ISO/IEC 17024



Presenter�
Presentation Notes�
The CISSP-ISSEP addresses the unique information security knowledge and expertise the U.S. national security community requires of its employees and contractors.  It was developed in conjunction with the National Security Agency (NSA) and based on National Institute of Standards & Technology (NIST) guidelines pertaining to the Department of Defense requirements. 



The CISSP-ISSEP is the credential for advanced information security, risk assurance or risk management professionals who demonstrates exceptional mastery of system security engineering, technical management, certification and accreditation, and information assurance regulations. 



As with other CISSP concentrations, the CISSP is a prerequisite to sitting for the ISSEP exam.  �


)
ISSMP® CBK Domains

* Enterprise Security Management Practices

* Enterprise-Wide Systems Development Security Management
* Overseeing Compliance of Operations Security

* Understand Business Continuity Planning (BCP) & Disaster
recovery Planning (DRP) & Continuity of Operations Planning
(COOP)

e Law, Investigations, Forensics and Ethics

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.


Presenter�
Presentation Notes�
The CISSP-ISSMP is designed for the advanced information security manager.  It reflects a deeper management emphasis and understanding built on the broad-based knowledge of the CISSP CBK domains. The concentration is designed for information security, risk assurance and risk management professionals who focus on enterprise-wide risk management. The CISSP-ISSMP is based on the management domains of the CBK.  Scenario-based questions test not only knowledge but skilled ability in a practical application of that knowledge.  



According to CertMag’s December 2006 Salary Survey, those people who hold the CISSP-ISSMP have the fifth-highest average salary among all information security certificate holders at $111,280 annually.

�
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Certification and Accreditation Professional (CAP®)

x“ﬂ mne "cq‘,

. 2 K
Meant for professionals who: & -
N CAP

* Formalize processes used to assess risk and established Aoregsiont

security requirements
ISD.I'TE"E-T?DH

e Ensure information systems possess security
commensurate with the level of exposure to potential risk

* Possess at least 2 cumulative years of relevant
certification and accreditation work experience

e Subscribe to the (ISC)? Code of Ethics

e Pass the CAP certification examination based on the
requirements of knowledge, skills and abilities identified

e Earn 65 hours of CPE credits every 3 years
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Presentation Notes�
The CAP is the credential for the professional involved in the certification and accreditation process in the public sector and risk management/mitigation in the private sector. Developed in accordance with guidelines set by the National Institute of Standards & Technology (NIST), the CAP recognizes the ability to follow a formal process to assess the risks and security requirements of an information system to determine if that system’s security needs are being met. �


’ "
CAP® CBK Domains

e Understanding the Purpose of Certification

e Initiation of the System Authorization Process

e Certification Phase
* Accreditation Phase

e Continuous Monitoring Phase
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ISO/IEC 17024
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Presentation Notes�
Holders of the CAP credentialed must demonstrate understanding of the purpose of certification, how to initiate system authorization process, and the various phases involved in certification and accreditation process. Common titles for professionals holding the CAP certification include information security/assurance practitioner, certification and accreditation professional. �


Systems Security Certified Practitioner (SSCP®)

Meant for professionals who: o &
p w
) g
/A\/ \«\
e Are systems and network security administration 0 ppact
professionals (ansT}

ANS| Argmiee Progran

* Possess a minimum 1 year cumulative professional experience in ~ SO/IEC 17024
SSCP CBK® domains

e Subscribe to (ISC)? Code of Ethics

e Earn 60 hours of CPE credits every 3 years
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Presentation Notes�
According to a recent article in Network World, “Even if network execs have no interest in transferring into the security field, getting educated in security would be useful to a network pro’s job in many cases, and could be a requirement in some roles.”  The SSCP is an ideal mechanism to achieve that goal.



The SSCP is the primary credential for those that manage, monitor and enforce implementation of information security requirements and policies.  Common titles held by holders of the SSCP include information security/assurance practitioner, systems and network administrator, security manager, security analyst, and information security technicians.



The SSCP is designed to validate mastery of the technical implementation side of information security systems and the ability to collaborate with information security managers and executives that write policy.  It is complementary to vendor-specific certifications that validate detailed knowledge of a network system.



The SSCP requires at least one cumulative year of relevant work experience in one or more of the seven domains of the SSCP CBK.



The holders of the SSCP subscribe to a set of behavioral criteria regarding the conduct of their practice. 



Holders of the SSCP are required to earn 60 hours of continuing education every 3 years in order to maintain their credential. �


)
SSCP® CBK Domains

e Access Control RO (i 5 B

(ansi

e Administration et
ISO/IEC 17024

* Audit and Monitoring

* Risk, Response and Recovery

e Cryptography

e Data Communications

e Malicious Code/Malware
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Presentation Notes�
Access control addresses mechanisms that specify user and process access authority.



Administration addresses information security principles, policies, standards required to identify, classify and insure the confidentiality, integrity and availability of the enterprises information assets.



Audit measures the ability to determine that systems operate in accordance with accepted industry policy and within specific enterprise guidelines.  Monitoring addresses knowledge of tools to identify and report vulnerabilities.



Risk, response and recover includes role in risk analysis, emergency response, disaster recovery and business continuity planning.



Cryptography addresses the principles, means and methods to ensure data integrity, confidentiality, authenticity and non-repudiation.



Data communications addresses structures transmission methods, formats and measures used to provide integrity and confidentiality for data transmitted over private and public networks.



Malicious code/Maleware addresses principles, means and methods used by programs, applications and/or code segments to infect, abuse or impact the proper operation of the system or network.�


)
Accreditation under ANSI/ISO/IEC Standard 17024

International Standards Organization — Nearly 150
countries

American National Standards Institute — US
Representative to ISO

ANSI/ISO/IEC Standard 17024
» 88 countries participated
* personnel certification system standard
(ISC)? CISSP, CISSP-ISSEP and SSCP Credentials

* Among 1%t worldwide information security credentials
to achieve accreditation under ANSI/ISO/IEC
Standard 17024

Establishes global benchmark for assessing and
certifying personnel

A global standard benefits
* The information security profession

* Businesses and governments

CERTIFICATE OF ACCREDITATION
PERSONNEL CERTIFICATION SYSTEM

The American National Standards Institute hereby affirms that

INTERNATIONAL INFORMATION SYSTEMS
SECURITY CERTIFICATION CONSORTIITM, INC.
(aso)2

Framingham, MA
Certification ID # 0668

meets the ANSI program reguirements
and those set forth in

ISO/IEC 17024:2003
GENERAL REQUIREMENTS FOR BODIES OPERATING
CERTIFICATION SYSTEMS OF PERSONS
for programs within the following

SCOPE OF ACCREDITATION

Certified Information Systems Security Professional (CISSP)

D

ANSI Accredited Program
PERSONNEL CERTIFICATION

June 8, 2004
Date of Accreditation

June B, 2009
Valid Through

s flaklocbsch

ANS| Vice-President, Conformity Assessment

June 8, 2004
Date

* (ISC)? credential-holders

International
Organization for
Standardization

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.



Presenter�
Presentation Notes�
The CISSP, CISSP-ISSEP, CISSP-ISSAP and SSCP are among the first information technology credentials to meet the stringent requirements of ANSI/ISO/IEC Standard 17024, a global benchmark for assessing and certifying personnel. Under a DoD requirement, all DoD information security personnel must acquire an accredited certification by 2010.



The American National Standards Institute (ANSI) is a private, non-profit organization that administers and coordinates the US voluntary standardization and conformity assessment system. 



ANSI facilitates the development of American National Standards (ANS) by accrediting the procedures of standards developing organizations (SDOs).  These groups work cooperatively to develop voluntary national consensus standards.  Accreditation by ANSI signifies that the procedures used by the standards body in connection with the development of American National Standards meet the Institute’s essential requirements for openness, balance, consensus and due process.



ANSI is not a government or regulatory body.  Rather, it provides a forum where subject matter experts from the private and public sector can work cooperatively toward the development of voluntary consensus standards and conformity assessment programs that ultimately benefit the nation. ANSI’s scope is global, serving as the official US member of ISO and through its national committee, IEC. ISO, the International Organization for Standardization, is a network of national standards institutes from 148 countries working in partnership with international organizations, governments, industry, business and consumer representatives.  ISO is a bridge between public and private sectors.



In April 2003, ISO and IEC, the International Electro-technical Commission, jointly developed 17024 as a new standard for general requirements for bodies operating certification of persons.  ISO/IEC 17024 provides the framework by which certification agencies can measure themselves.  It outlines a process by which certification bodies continually improve and enhance the quality of their services. ISO/IEC 17024 has set the standard for global understanding in the arena of personnel certification.�

http://www.iso.org/iso/en/ISOOnline.frontpage

»
Associate of (ISC)?2

* Program to NEWS
* Provide early support for information security careers il
» Set new entrants on the right path early in their careers ASSOCIATE O PROVIDE EARLY SUPPORT FOR
INFORUMATION SECURITY CAREERS
« Encourage early commitment to the profession o R s oG
* Accelerate the growth of professionals worldwide e

g e
e s el e i s of P e A

Designed for candidates who
* Pass the CISSP® or SSCP® examination
» Lack professional experience required for certification
» Are willing to subscribe to the (ISC)? Code of Ethics

Indicates a candidate

* Possesses an independent and objective measure of competence via understanding of the
(ISC)2 CBK®

» Aspires to adhere to the rigors and ethics of the profession through association with (ISC)?2

* Isrequired to complete the necessary professional experience and the subsequent
endorsement process within 6 years

e Provides access to suite of (ISC)? career support programs

* Publications, research, CPE opportunities, peer networking, online forums

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.


Presenter�
Presentation Notes�
The Associate of (ISC)² program is designed to help those who have chosen a career path in information security make a commitment to professional standards early in their careers. They might wish to become a CISSP or SSCP but lack the necessary work experience to become certified. The program, which provides a bridge from college to career, introduces Associates to the rigors and ethics of the profession.



Associate status is available to those who have gained knowledge related to the domains of the CBK through qualified academic courses. Associates of (ISC)2 must sit for and pass either the CISSP or SSCP examination, subscribe to the (ISC)² Code of Ethics and maintain their status in good standing with (ISC)². After passing the examination, Associates have five years and two years respectively to acquire the necessary work experience to qualify for full CISSP or SSCP certification. Associates gain access to many valuable (ISC)² member benefits, including networking opportunities and the (ISC)² bi-monthly member newsletter. �


=
Educational Offerings

Voted “Best Professional Training Program” by
SC Magazine in 2006 & 2007 and “Best
Certification Program” in 2008

e Providers of only (ISC)?-authorized CBK Review
Seminars for CISSP, SSCP and CAP through
(ISC)2 Education and dozens of authorized
academic affiliates around the world

AWARDS

2003

WINNER

Honoredinthe U.S.

BEST
PROFESSIONAL
CERTIFICATION

PROGRAM

Hej

e eLearning and instructor-led course options

 Annual (ISC)? Information Security Scholarship
Program — US$100,000

e Continuing education for (ISC)2 certified
members

e (ISC)? Security Leadership Series
* e-Symposia

e Discounts to industry conferences held by
many globally renowned providers

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved
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Presentation Notes�
To assist information security practitioners and professionals meet the ever-changing demands of their careers, (ISC)² conducts award-winning CBK Review Seminars around the world. Veteran qualified, certified information security professionals administer all educational programs. Based upon (ISC)²’s CBK, these seminars are designed to provide prospective candidates with information across all domains covered by the CISSP, SSCP and CAP and CISSP concentration exams. (ISC)² also provides free study guides on its Website for exam preparation.  



In addition, through the (ISC)² Security Leadership Series, (ISC)² offers seminars and conferences on a variety of security topics to help its members meet their continuing professional education requirements for their credentials.  Utilizing top thought leaders discussing cutting-edge topics, (ISC)² enables its members to stay abreast of the latest threats and solutions.  �


Thoughts in the State of the IT Security Profession

* \We have become a separate, distinct profession

* We are in a growth profession

* We are also well compensated

e It is becoming increasingly granular

* Many universities are adding IT security degree programs

* Certifications are increasingly important—both in the technical
and non-technical areas

* DOD cetrtification program may be implemented across the
federal government

e State and local governments are the next major growth area

© Copyright 1989-2008 (ISC)?, Inc. All Rights Reserved.
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VANS. what 1s SANS/GIAC &3

e SANS Training

— Leading training organization in system,
audit, network, and security

— Focused on intensive training

e GIAC Certification

— Leading certification that validates the job
pased technical skills of security
orofessionals
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Presentation Notes�
SANS is the most trusted and by far the largest source for information security training and certification in the world. It also develops, maintains, and makes available at no cost, the largest collection of research documents about various aspects of information security, and it operates the Internet's early warning system - Internet Storm Center. 



Education and Community are the guiding principles and forces of SANS training and our GIAC certification.  We are here today to talk about our new exciting partnership with Raytheon where we will be offering preferred pricing and a partnership that allows management to track student’s results on classes and certification.  



SANS provides intensive, immersion training designed to help you and your staff master the practical steps necessary for defending systems and networks against the most dangerous threats - the ones being actively exploited. The courses are full of important and immediately useful techniques that you can put to work as soon as you return to your offices. They were developed through a consensus process involving hundreds of administrators, security managers, and information security professionals, and address both security fundamentals and the in-depth technical aspects of the most crucial areas of information security. 



In 1999, SANS founded GIAC, the Global Information Assurance Certification, which has allowed thousands of security professionals to prove their skills and knowledge meet challenging standards. GIAC offers certifications that address multiple specialty areas: security essentials, intrusion detection, incident handling, firewalls and perimeter protection, operating system security, and more. GIAC is unique in the field of information security certifications by not only testing a candidate's knowledge, but also testing a candidate's ability to put that knowledge into practice in the real world. Because of Gain's practical focus, a Gartner Group study named GIAC "the preferred credential" for individuals who have technical security responsibilities �


SANSSANS/GIAC Guiding Principles

e Education

—Instructors from the trenches;
winners of a multi-year competition
for best teachers

— Current, Evolving Material
—Hands-on training

— Certification that validates your hard
work

. Communlty
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Education and Community are the guiding principles of SANS and of GIAC.



SANS’ goal for a number of years has been to provide the best technical training, delivered by the best instructors.  In this, we have a proven track record.  Many of the core SANS courses now form the basis of the GIAC certification program.



In the past, our efforts have focused on “live” classroom training at conferences.  While this provides an excellent educational forum, it limits us in both time (how often we can offer courses) and space (seating limitations).  



Another difference between SANS/GIAC and other programs is that SANS and GIAC are constantly evolving.  SANS courses and GIAC objectives are not static – and therefore they don’t become dated.  Information security (like technology in general) is a rapidly changing field.  Our material is revised on an ongoing basis – generally, every few months.  Student feedback and new technical developments lead to new consensus on best practices, which are incorporated into GIAC material through instructor revisions…and the cycle begins again.  Courses are revised, exams updated to reflect new material, new practical assignments developed to build on earlier research.  GIAC continues to raise the bar, setting new standards for excellence.



In addition, GIAC has a very strong community focus.  One of GIAC’s primary goals is to continually advance the defensive state of practice of information security.  We do this not only through education, but also by sharing our research with others so that they too can continue to learn.

  Community consensus drives our curriculum and shapes the future direction of the program.

  Public disclosure on our web site – through GIAC and www.incidents.org, through consensus documents, through the research of GIAC certified professionals – provides free public information and education.

�


SANS Ways to Get SANS Training

e Live Training at SANS Conferences
e Local Mentor Program

e Instructor Led Online Training

e Self Study

e On-Site Classes

e OnDemand

SANS & GIAC in a Nutshell © 2008
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LIVE TRAINING AT SANS CONFERENCES - SANS offers several large and medium sized conferences throughout the year in many major US cities plus Europe and Asia.  SANS conferences offer much more than just training – this is the place to meet other information security professionals, discuss new products with vendors, participate in online challenges and contests, and listen to world-class guest speakers. 



LOCAL MENTOR PROGRAM - SANS local mentor program offers the flexibility of on-line, self-paced learning along with hands-on mentor-led interaction through sessions where students can try the exercises, discuss the material, ask and answer questions, and help each other learn and prepare for certification.  Mentors are people who have earned honors on both the practical and multiple choice components of certification.  If one of your employees has met this bar, he or she can begin leading a mentored program.  By using in-house mentors, you enable the teachers and students to discuss sensitive issues that they might not feel comfortable discussing with outsiders.



ILOT (Instructor Led Online Training) - Instruction is delivered live via the web using various Internet based technologies.  Streaming audio, instant messaging, online forums and email are all leveraged to make the student's online learning experience as fun and engaging as possible. �

SELF STUDY - For students who may not have the time or budget to travel to a conference, SANS also offers our courses via SANS Self Study Program. Students in this program receive the same course materials used at SANS conferences, and are free to work at their own pace and convenience. 



ON-SITE CLASSES - Provides the opportunity for our training to be focused on the needs of the agency while offering the convenience of having your staff in close proximity.  These programs work best for 25 or more people and provide the same level of instruction for a fraction of the cost compared to attending a SANS conference.



OnDemand – The largest source for online web-based ITSEC training.  All of the most popular SANS courses are available in this format for those who prefer web-based distance learning.  �


SANS University Style Course List

1. Discipline (SEC, AUD, MGT)
2. Level of Difficulty
300 — beginner

400 — some experience (either
technical or ITSEC)

500 — advanced skills for
experienced pros

SANS & GIAC ina Nutshell © 2008
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Historically SANS tracks have been numbered sequentially as we develop them.  However, the breadth of courses has increased in number and variety so much over the past two years that we’ve found it impossible to keep naming courses by consecutive number as those consecutive numbers don’t mean anything.



In an effort to help distinguish areas of study as well as level of difficulty, SANS has now adopted a University style course listing.  A full list can be found on the SANS webpage.  This new numbering structure *DOES NOT* change any of the high-quality SANS training course material or the accompanying GIAC certifications.  It is merely a new, clearer way to display all the information.   



Each course is assigned information from all areas above.  It’s given the appropriate discipline Security (SEC), Audit (Aud), or Management (MGT), and a difficulty level.  

�


SANS What Are The Key IA Jobs?

CISO Security
Asst. IG Security Technical
Information Audit Analyst Director
Security Manager FISMA/
Detection P
Information Security Analyst ..
Security Consultant ﬁg\%‘ﬁ) apt'e??
Officer Firewall | Penetration tester
Information Auditor _ UNIX
Security Network Windows -
Administrator Administrator Administrator Administrator
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SANS courses cover the entire spectrum, but GIAC certifications tend to focus on the middle and right side of this chart where hands-on, up-to-date knowledge and skills are necessary for success. �
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HIGHLIGHT OF OUR INTRODUCTORY COURSES:



SECURITY 309: Intro to Information Security�Entry-level course gets you up to speed, fast! It starts with terminology and concepts and then blasts straight into applications and security management problem solving. �

AUDIT 410: Audit Essentials�The right track for people who are just entering the security field, and who will be responsible for auditing organizational policy, procedure, risk, or policy conformance. Gain a firm grasp of information security principles and issues and be equipped to develop best practice audit checklists. Prepares you for Audit 507, Auditing Networks, Perimeters and Systems. �

MANAGEMENT 512: SANS Security Leadership Essentials for Managers�Managing the security function is challenging - especially for people who do not have the technical skills to ensure the right things are being done. This is the perfect course for managers who want to improve their effectiveness in designing and guiding a security program. �

HIGHLIGHT OF OUR OVERVIEW COURSES:



SECURITY 401: SANS Security Essentials Bootcamp Style�Covers the most important topics and skills of an information security team and prepares you for advanced courses. �

MANAGEMENT 414: CISSP® 10 Domains +STM�SANS CISSP® Review covers the security concepts required for the CISSP® exam and will get you up to speed fast! Employers and consulting clients value CISSP® certification because it demonstrates that industry professionals have mastered the ten domains of knowledge. The +S in its name means it translates much of the theoretical information tested in the CISSP® exam into practical guidance you can put to work the day you return to your office. �

MANAGEMENT 513: Security Consultant�Geared for security practitioners who need to learn the "business" of security and provides foundational survival skills. It is a challenging course designed for students who possess strong technical skills in Unix and Windows Operating systems, networking and perimeter security. �

AUDIT 411: SANS 17799 Security & Audit Framework

This track is designed for information security officers or other management professionals who are looking for a how-to guide for implementing ISO-17799 effectively. Learn to implement the guidance contained in ISO-17799 with step by step pragmatic examples to move quickly into compliance with the standard and certification.�

�HIGHLIGHT OF OUR INTERMEDIATE TO ADVANCED COURSES:



SECURITY 502: Firewalls, Perimeter Protection & VPNs�Covers the most important topics and skills of an information security team and prepares you for advanced courses. Organizations give perimeter security high priority, making this a fantastic track for auditors and consultants. ��SECURITY 503: Intrusion Detection In-Depth�Do more than watch for alerts. An advanced, hands-on, and challenging training program that ensures you know how to identify and decipher the signatures of network-based attacks. GCIA (GIAC Certified Intrusion Analyst) certification, the industry's most challenging credential, earns top recognition from employers. ��SECURITY 504: Hacker Techniques, Exploits & Incident Handling�Learn to detect malicious code and respond on the fly. Recommended for professionals, this challenging course teaches the proven six-step process for incident handling, qualifying you to lead your organization's incident handling team as well as serve as the technical leader. ��SECURITY 505: Securing Windows�Rapidly paced, jam-packed course for Windows administrators with security responsibilities. Teaches you the risks to your systems that Microsoft doesn't tell you about, making you the key player on a Windows administration team. ��SECURITY 506: Securing Unix/Linux�An advanced, step-by-step course that prepares Unix/Linux system administrators to take full responsibility for securing those systems. The GCUX (GIAC Certified Unix/Linux Administrator) credential proves to organizations that you know how to secure those systems and applications. ��SECURITY 508: Systems Forensics, Investigations & Response�The most advanced and challenging course in the field of information security forensics. It gets you ready to serve as a valued member or leader of a forensics team. People with GCFA (GIAC Certified Forensics Analyst) certifications are sought after in law enforcement, government and large organizations and often land some of the most demanding jobs in information security.



SECURITY 560: Penetration Testing

This is a new offering that gives pen testers the skills they need to do the job.  Created by Ed Skoudis, this course has sold out each time we’ve offered it.  



SECURITY 616: .Net Security

This track offered a stern-to-stern examination of .Net Security Issues.  Including the most in-depth review of Framework Security that I have ever seen in a course offering.



AUDIT 507: Auditing Networks, Perimeters & Systems�This hands-on course is the most comprehensive, most technically advanced audit course on planet earth. This course helps you become part of a highly sought after elite group of very technical, security-savvy auditors capable of doing an effective job on critical security assessments. ���We also offer additional one to six day courses on additional topics including Cisco, Oracle, Ethics, Train-the-Trainer, etc… for a total of over 33 difference courses

�


SANS SANS Objectives

e Provide relevant education with content that can be
put to work immediately

e Allow only full-time practitioners to teach
e Recruit the highest rated teachers in the country.

e In summary: relevant, highly technical and
Immediately useful material taught by superb
teachers.

e Grew from 140 students in 1993 to over 20,000 in
2007.

SANS & GIAC in a Nutshell © 2008




S ANS Cooperative Research
Programs Began in 1997

e Consensus Step-by-Step Guides
— Windows NT
— Solaris
— Linux, etc.

e Roadmap to Network Security

e Security Policies Library

e Weekly Security Bulletins

e Security Flash Reports

e Y2K project for the White House
e Internet Storm Center

SANS & GIAC in a Nutshell © 2008




Expanded Research/
SANS Public Policy Programs

e SANS Security Research Papers Collection

e \Weekly Critical Vulnerability Alerts

e Common testing tools for security

e SANS/FBI Top Twenty Critical Vulnerabillities
 \Worm ldentification; White House Situation
e House and Senate Testimony

e Chaired House of Representatives Working
Group on Use of Procurement to Improve
Security

SANS & GIAC in a Nutshell © 2008




What is GIAC?

e GIAC is the ‘Global Information
Assurance Certification’ program

e GIAC assesses candidate knowledge in
specific subject areas and grants
credentials in the field of IT Security

 GIAC’s Certifications are specific to
actual skill sets and job duties required
In the IT Security industry.
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The Global Information Assurance Certification program grants certifications.  A certification is proof an individual meets a minimum standard. The mission of GIAC is to provide assurance to employers their people and prospective hires can actually do the job. To accomplish this mission, GIAC goes beyond theory and terminology and tests the pragmatics of Audit, Security, Operations, Management and Software Security tasks.



The primary goal of the program is to address the need to validate the skills of security professionals and developers. GIAC certification provides assurance that a certified individual meets a minimum level of ability and possesses the skills necessary to do the job. The standards for the GIAC certification were developed using the highest benchmarks in the industry.�


Top 3 Reasons to Earn Your
GIAC Certification

1. Hiring managers use GIAC certifications
to ensure that candidates actually
possess deep technical skills

2. GIAC certifications help IT Security
Professionals get promoted faster and
earn more money

3. GIAC candidates learn and absorb more
of the detailed content through
preparing for certification exams

SANS & GIAC in a Nutshell © 2008
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Hiring managers, customers, partners can be assured of your skill set when you earn a GIAC certification.

Our feedback and data show that people who earn GIAC certifications get promoted faster and typically earn more money than peers lacking credentials.

SANS is famous for the "fire hose" method of instruction. During a SANS course, information is coming at you so quickly that a person does well to retain 10% of it in real time. Much like drinking from a fire hose. Students studying for GIAC certification have the opportunity to revisit their SANS materials at a more leisurely pace. They report additional learning and material absorbing does occur through the exam preparation process. Indeed, a good understanding of the material is required to pass the certification exams.�


GIAC Certifications

GSEC - Security Essentials
GCFW - Firewall Analyst
GCIA - Intrusion Analyst
GCIH - Incident Handler
GCFA - Forensics Analyst
GCUX - Unix Security
GCWN - Windows Security
GNET - . NET

GSOC - Securing Oracle
GSSP-JAVA - Secure Coding
GSSP-C - Secure Coding

GISF - Information Security Fundamentals
GSAE - Security Audit Essentials

GSLC - Security Leadership

GSNA - System & Network Auditor
G7799 - I1SO 17799/27001

GISP - Information Security Professional
GCIM - Incident Manager

GAWN - Auditing Wireless Networks
GREM - Reverse-Engineering Malware
GPEN - Penetration Tester

GCPM - IT Project Management

For a complete list of GIAC Certifications
http://www.giac.org/certifications/roadmap.php
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GIAC has been an industry leader in information security certifications for years. The number of certifications has grown with the demands of students, new threats and new technologies. Each GIAC certification is designed to stand on its own and represents a certified individual's mastery of a particular set of knowledge and skills. There is no particular "order" in which GIAC certifications must be earned; however, we recommend that candidates master lower level concepts before moving on to more advanced topics.�


GIAC Certification

GIAC Silver Certifications
— Multiple choice exams only

GIAC Gold Certifications
— Plus a written technical report

S G
s 4 AR
g

2 GIAC Platinum Series
— Highest certification level
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GIAC offers a series of certification levels to assess the different degrees of knowledge mastery a student possesses in specific subject areas.



Early in 2005, GIAC announced a major shift: a written practical assignment was no longer required to obtain any GIAC Certification. All of the base GIAC certifications assess knowledge through online multiple choice exams, and they assess industry standard practices and scenario based knowledge. The current GIAC exam system assesses a wider range of material than the original written practical.  ��Students who scored at least 70 on their exams for their certification have earned GIAC SILVER. Please note that  SANS Technology Institute students must score an 80 or above to receive STI credit.



Those students who have earned a GIAC certification and want to take their learning to the next level have the option to apply for GIAC Gold. GIAC Gold requires the candidate to research and write a technical report based on a specific aspect of the core certification that would benefit the info-sec community. Students attempting GIAC Gold will have an advisor to work with throughout the development of their project.



The GIAC Platinum series is the top of the line certification. The platinum level requires multiple GIAC certifications in a specific discipline and involves many days of additional testing. The platinum series ensures that an individual is a true subject area expert.�

http://www.giac.org/GIAC_Cert_Brief.pdf

Proctored Exams

e ALL Certification exams are fully proctored
e Exams are open book, but not open computer

e Kryterion is GIAC’s official partner for
administering proctored exams

e A full list of Kryterion sites is available at:
http://www.giac.org/proctor/kryterion.php

e GIAC also offers other proctor options, if there
IS not a Kryterion site in your area. For more
Information on specific proctor requirements
please visit http://www.giac.org/proctor/
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GIAC has selected Kryterion as our partner to administer proctored exams through their network of host locations. Kryterion has nearly complete coverage in the USA and many testing centers throughout the world. In addition, Kryterion has been very responsive by adding GIAC proctored testing centers in locations where we need them. The list of Kryterion test center locations posted on the GIAC website, http://www.giac.org/proctor/kryterion.php. Since it is typical for candidates to register in advance and GIAC certification attempts have a four month validity time, we do have time built in the cycle to proactively add Kryterion proctored test sites as needed. This process is underway and we value your feedback.



Scheduling a specific date and time slot for your proctored exam with Kryterion is handled through your GIAC/SANS portal account. GIAC offers a complete web-based solution which enables you to schedule your proctored exam through Kryterion via the GIAC/SANS portal interface. Please do not attempt to schedule a testing appointment with Kryterion before you have registered for a GIAC certification and have been administered access to your certification attempt through your portal account. All Kryterion scheduling will be handled through the web interface linked from your portal account. Any questions should be sent to proctor@giac.org.

�


Alternative Proctor Detalls

e GIAC offers proctored exams at many SANS
conferences

e As a secondary option, it is also possible to
take a proctored GIAC exam through your
corporate human resources / training

departments or local universities / colleges
 Non-Kryterion proctors will need to complete

a GIAC proctor form and have it approved by
GIAC prior to proctoring a GIAC exam

e This process can take a few days, so please
plan in advance
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Please note: each of these options have conditions that may apply and perhaps render them unsuitable for your specific purposes. GIAC reserves the right to reject any individual or organization as a proctor at its own discretion. Any alternative proctor option will need to take “conflict of interest” into account. GIAC cannot approve a proctor that has something to gain from you passing the certification exam.



In the event that a Kryterion testing center is not available in your location, the following options may be available to you:

Proctored GIAC exams are offered at most SANS Conferences and events. If you are traveling to a SANS event (or there is a SANS event near your location) and you need to take a proctored GIAC exam, this is another option for you. Please note that you cannot sit for a GIAC exam immediately following the corresponding SANS training course. Only pre-existing GIAC exam attempts are eligible to be taken at a SANS event 

If your organization has an individual whose primary duties are related to human resources, you may be able to use them as a proctor. The size of your organization plays an important role in the eligibility of a Human Resources representative; you must check with GIAC representatives before scheduling an appointment for testing.

You may be able to take your exam at a local college or university. Many colleges have testing centers with proctors on site. Please note that GIAC will only accept employees of testing centers at accredited institutions, and proof of accreditation will be sought out before approval is granted. Institutions that do not currently hold valid accreditation may not be used under any circumstances.

If you are a Department of Defense employee, you may also be able to use your local Education and Training Office personnel. Please contact your ETO directly to inquire about availability and scheduling examinations. Proctored GIAC Certification exams are offered through the DANTES network.�


I ... —
(@ ISO/ANSI 17024 Accredited

ANSI Accredited Program
PERSONNEL CERTIFICATION

* |ISO/ANSI

17024 is a quality standard for

organizations granting certifications

e The GIAC

certification program was

accredited by the American National
Standards Institute (ANSI) in December of

2007, uno
standard

er the ANSI/ISO/IEC 17024

e This accreditation affirms and ensures GIAC
operates a responsible, fair and quality
oriented testing and certification granting
organization
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ANSI/ISO/IEC 17024 Personnel Certification Accreditation

The International Organization of Standardization (ISO) and the International Electro-technical Commission (IEC) have developed a global, voluntary benchmark for organizations responsible for certification of personnel. Fully enacted on April 1, 2003, this international standard (ANSI/ISO/IEC 17024) was designed to harmonize the personnel certification process worldwide and create a more cost-effective global standard for workers. ANSI/ISO/IEC 17024, officially entitled General Requirements for Bodies Operating Certification Systems of Persons, plays a prominent role in facilitating global standardization of the certification community, enhancing consistency, and protecting consumers.�


GIAC Exam Detalls

ALL GIAC certification exams are taken online,
In a proctored environment

All material for a given Certification Is covered
In one exam

Exams are open book and notes (think paper),
not open electronic devices (no Google or pdfs)

Most Certifications are 150 guestion, four hour
exams (GSEC is 180 questions, five hour)

You receive two practice tests

Your certification exam must be completed
within 120 days of account activation.
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Effective December 1, 2007, all GIAC exams corresponding to new certification attempts and new recertification attempts are required to be proctored. The cost of new GIAC certification attempt is $499 and recertification attempt, $325.



Certification Exam Format Changes

Single exam format: All GIAC certification attempts purchased after December 1st, 2007 will be comprised of a single exam covering all the certification objectives. This new exam format is four or five hours in length, depending on the specific certification.

Open book policy: GIAC certification exams are open book format, but not open internet or open computer. Candidates will be allowed to bring one back pack or briefcase of course books, reference material, printed notes, printed spreadsheets, etc., but no electronic devices such as extra computers, CD-ROM or USB flash drives. Candidates will not be able to access anything stored electronically during the exam. We recommend that you print any study guide materials and bring them as hard, paper copies.  Proctored exam locations do have some space limitations, requiring the need to limit the volume of reference material allowed to a reasonable level.



Your exams must be completed within four months after your account is activated. Your exam deadline will appear on your Portal Account. All deadlines are UMT, so please note that this time is not according to the time zone you live in.�


e ————NW e —————

New GIAC Exam Engine

¥ GIAC Exam Engine - Home - Mozilla Firefox

File  Edit ‘Wew History  Bookmarks  Tools  Help

@ - - I:é'j ﬁ & https:ffexamsz, giac.org/ oy [ ' Google b,

Certifications

CIV\®

Exam Engine

Sandy Sans

Take a certification exam or view your cUrrent atemprs. Account ID: 123456
Dec. 10, 2007 00:57 UTC

Cell Wiew certifications vou currently hold or held inthe past.

Fractice Exams —  Take apractice test or wiew results from prewvious 1ests.

Welcome to the GIAC Exam
Engine

All deadlines and other date/time information used and/or associated with this exam engine are in
Coordinated Universal Time (UTC) — also referred to as Greenwich tMean Time (GMT). Please keep
this in mind when you are presented with any date/time information. The current date/time in UTC is
shown below and is also provided in the blue information area 1o the right.

-

Dane |exams2.giac.0rg ﬁ S
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GIAC has recently upgraded our exam engine. The updated exam engine has a new look and feel, but the basics of exam administration will remain the same. Based on a vast amount of candidate feedback some new features have been added, including:



- the ability for candidates to pause the exam and take a short break during testing



- the ability for candidates to skip questions and then come back to answer them at the end of the exam



- results are presented at the end of an exam for each certification objective with a rating of 0-5 stars



- submitting printed certificate data will be handled via a web form at the conclusion of the exam, instead of asking you to email your information separately



If you experience any problems using the updated exam engine, please send your feedback and comments to: exam-support@giac.org

�


Challenge Certifications

o Attempting GIAC Certification without
training from SANS

e Same requirements apply
e Practice exams are provided
e Avallable for many certifications
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GIAC understands that people come from all different places and circumstances and not everyone can afford the time or expense of attending a SANS conference or SANS Self-Study training. We also know that some people have years of experience and may not “need” the SANS training.  GIAC offers the Challenge Certification program that is independent from SANS training. The GIAC exam requirements are exactly the same for Challenge students as they are for all other students who have gone through the SANS training courses.



You are not required to take SANS courses in order to attempt GIAC certifications. SANS courses are a great way to obtain the core knowledge required for a specific certification, but they are not the only way.



The GIAC Challenge Certification does *not* give you access to any SANS training materials. Students have the full 120 days to complete the certification exam. The timeframe is calculated from when an account is activated (which happens when payment is processed). Each student will be given 2 attempts at a practice test for each required exam. The challenge registration fee for one full GIAC Certification is $899 USD. The challenge registration fee for certificates that correspond to one or two day training courses is $125 USD. There is an alumni rate for students that have previously taken the specific SANS training for the certification or certificate they want to challenge ($599 and $75, respectively).



The Challenge program is currently available for a variety of GIAC certifications that correspond to the knowledge presented in SANS training, whether it be a full 6 day track or a 1 to 2 day training course. You can always find a complete list of available Challenge Certifications through the GIAC website, http://www.giac.org/reginfo/challenge.php

�


Preparing for Your GIAC Exam

e Reread all the slides and notes
sections from your course material

e Create a study index from your
course material and your notes

e Listen to the course audio mp3 files
e Utilize your practice tests
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Re-read all of your course materials.



Create a study index from your course material to help you organize things, so that you will be able to find specific references.



Listen to the provided mp3 audio files to reinforce what you have learned.



Use your practice tests.  If you fail the practice exam, you probably need more preparation.  Additional practice exams are less expensive than retaking an exam. �


Study Time

 On average, students who pass
their GIAC exams put in 55 hours of
study time, Iin addition to classroom
training

 For GSEC the average Is higher,
over 70 hours

e Take time to prepare, it will pay off!
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SANS week long training courses are intense. There is a lot of information presented and it is nearly impossible to absorb everything real time. On average, students who pass their GIAC exams dedicate at least 55 hours of study time after they return home from attending a SANS training course. For the GSEC exam, the average is even higher, over 70 hours of prep time. We define study time as time spent outside of the class room preparing for the exams, creating study indexes, going over the material, etc.�


Certification Maintenance

Security changes rapidly!
Courseware Is updated three times every year
GIAC certifications are valid for four years

$325 to retest, 4 months to complete, includes
current courseware from SANS

Discounts available for multiple recertification
attempts purchased in the same calendar year
— After the first one, all others in same calendar year are $200

Benefits to recertification:
— The longer you hold the certification, the more valuable it is

— Retain your Gold status and original analyst number, option
to update your paper
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We do not believe in the continuing education approach, we require retesting.



Information security changes rapidly just like any area of information technology.  We owe it to ourselves (and to the clients and organizations that we protect) to stay current in the field.  As such, the GIAC certifications need to be renewed periodically.  Earning a GIAC certification demonstrates that you know what needs to be done to secure and administer systems, and have demonstrated that you can put that knowledge into practice, you can actually "do the work".  



Recertification ensures that you maintain that level of knowledge over time - that you don’t get "rusty", and that you are keeping up with changes and advances in the field.  Through the recertification process, the GIAC program will thus come to demonstrate not only knowledge, but experience as well. For instance, someone who holds a certification for five years will have demonstrated not only the mastery of the subject area, but the ability to adapt to the rapid changes that define information security.  Since they must continually prove they have mastered the latest security information, their certificate becomes more valuable – not less – over time.  



Recertification does require a minimal fee ($325).  This recertification fee includes a current set of course books from SANS, which will be shipped to you, so that you can prepare for the exams with current information. Recertification consists of the same timed multiple choice exam based on the current course material that current certification candidates are taking.  The option to register for recertification will be available in your portal account 1 year in advance of your expiration date and must be registered for by your expiration date, which is the last day of the month. You will receive an e-mail notification from GIAC prior to your expiration date to remind you of the pending expiration of your certification. In order to receive this notification, it is imperative for students to keep their e-mail address up-to-date in their portal account that was used to obtain the pending certification. We cannot be responsible for outdated e-mail addresses or spam filters that do not allow @sans.org, @giac.org, or @giac.net e-mail to get through.

�


GIAC ldentification

e GIAC offers many unigue certifications

e Use the GIAC acronym as an identifier on
ousiness cards and resumes

e People will identify your individual
certifications with the GIAC name

Ms. Sandy Sans

Computer Security Expert
GIAC GSEC Gold

Anywhere, USA
’

A sandy@address.com
800-555-5555
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The GIAC family of certifications and certificates is fairly large, and it can be difficult for people outside of our community to differentiate between them. We suggest that you use the word GIAC on your business card and email signature lines. Using the GIAC acronym will help people associate your specific certifications with the overall program. A complete list of four letter GIAC acronyms representing particular certifications and the corresponding subject areas is available on the GIAC website, http://www.giac.org/certifications/roadmap.php



We also suggest that you always use the word GIAC on your resume in conjunction with your certifications. For instance:

GIAC GSEC or GIAC GCIA Gold. 



This way, people can at least understand it is a GIAC certification and they can look it up from there.



Once you are GIAC certified, we encourage you to download the official certification logo for your personal use. You can place the certification logo on your business cards, letterhead, website, etc. Follow this link to download the GIAC logo corresponding to your certification.



http://www.giac.org/certified/logos



�

https://store.sans.org/store_item.php?item=148

Advisory Board

e Open to anyone who earns an
overall exam score of at least 90%
when obtaining a GIAC certification

e Honors and demonstrated interest
e Opportunities

e Benefits

e Responsibilities
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GIAC has been building the ranks of certified individuals for the past several years. Now that we have laid the foundation, we are asking certified students who are willing to assist to give back to the community – and the GIAC program – by helping to guide and shape the certification for the future.



This is your certification. You have a stake in what the certification means and the effort you have invested to achieve it. GIAC is about both education and community, and all GIAC students and certified professionals are encouraged to provide comments and suggestions – your feedback is used to continually revise and improve the program. The mission of GIAC is to provide assurance that people can actually do the job. We encourage you to help us improve the way we assess a person’s knowledge and ensure that GIAC certifications stay current with the fast-paced Information Security industry.



Those students who have achieved honors on their certification attempt (full certifications only, not certificates) and are active in the GIAC/SANS community can apply to be a part of the GIAC Advisory Board. Participation is voluntary, but requires a few hours a week, and means that you will be able to contribute to key program elements, such as:

 voting on “honors” awards for GIAC Gold Technical Reports;

 becoming a GIAC Gold Advisor;

 providing guidance to shape the certification and protect its integrity and value;

 input into the courseware and certification process;

 priority selection for other GIAC opportunities.



Advisory board members are also given priority consideration for additional involvement with GIAC and SANS as editors, authors, instructors, volunteers, proctors, and graders.�


GIAC Alumni Linked In

e GIAC now has an ‘Alumni Group’ on the LinkedIn
network

e |f you are GIAC certified and part of the LinkedIn
community, please use this link to be included

http://www.linkedin.com/e/qgis/38376/45794D211EFE

e This helps fosters GIAC alumni communication
outside of the conference setting

 LinkedIn profiles offer some geographical
Information, it is a way to stay connected with
GIAC certified professionals in your general area
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 GIAC iIs one of the assessment and grading
arms of the SANS Technology Institute

e STl Is a Masters degree program
 Two students have graduated

e Candidacy application is in place for
accreditation

e Many students are currently enrolled
e Applications are being accepted
e http://www.sans.edu for more info
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The Master degree program provides a comprehensive array of courses that allows students to gain technical mastery of technologies and processes that set apart the leading security practitioners in the field. The courses and special programs the degree offers enable students to master communications, project management, teaching, mentoring and persuasive skills. The degree candidates will have the opportunity to study with a faculty, many of whom have written the books that other security programs use to direct their courses. Many faculty hold PhD and Masters degrees from institutions like MIT, Carnegie Mellon, Harvard Business School and other leading schools.



The SANS Technology Institute hopes to prepare the next generation of security managers for what they will face. Two growing trends will shape cyber security in the future: increasing interest by organized crime that is accompanying the growth of e-commerce and e-government, and the increasing impact of cyber methods of warfare. These forces will contribute to an already massive and continually growing need for thousands of new technical cyber security managers. The latest study of the field found that by 2008, more than 800,000 new security professionals will join the 1.3 million already employed.



Mission Statement of the SANS Technology Institute

The mission of the SANS Technology Institute is to develop the information security technology leaders needed to help strengthen the defensive information community all over the world by improving the security of cyberspace. SANS seeks to prepare both the managers of information security groups and the technical leaders who direct security technology programs. SANS Technology Institute's primary functional emphasis is instruction, but the Institute faculty and students will engage in research and public service programs that contribute to the learning process.�


Thank you!

SANS & GIAC in a Nutshell © 2008



Presenter�
Presentation Notes�
This page intentionally left blank.�


DSIA TRAINING
OPPORTUNITIES

Jack Spooner
State Internal Auditor
May 21, 2008

“MDOA

VWirginia Departtment of Accounts

Fimnarmncial Aacccounntabhbility. Reportings Exocllanace o




Identification of Training Needs

m Survey Internal Audit Depts.
m [dentify Areas of Interest

m Send Out 2°¢ Survey
m Solicit SWAM Vendors
m Solicit SWAM and Non-SWAM Vendors

m Prepare Contracts




Course Information

m How Many Classes are Offered?
m Where are They Offered?

m When are They Offered?

m How Long are the Classes?

® How Much Do They Cost?

m Are CPE Credits Earned?

®m Who Teaches the Courses?

m Are Refreshments Provided?




Proposed Courses for FYE 2009

Auditing with ACL

MAP: The Managerial Assessment of Proficiency
COSO-Based Auditing

Critical Thinking+ Strategic Thinking= Problems Solved
Using Data Mining to Detect Fraud & Errors

Ethical Behavior and Professionalism

Fraud Investigation for Government Auditors

Interviewing Skills for Auditors

Business Writing Solutions for Government Auditors
One or Two Classes Yet To Be Determined




Registration Procedures

m Classes are Listed in July

m State Agency and Institution Internal Auditors
Have First Choice

m State Employees and Others Register Through
the DOA Website

m Attendees Are Invoiced Via IAT Vouchers or
Bills

m For Registration Assistance, Call DSIA at 804-
225-3100, ext. 23




Questions?




Altiris Security

Don Kendrick, Senior Manager of Security Operations, VITA
Rodney Caudle, Security Architect, NG
Jeff Grieger, Systems Architect, NG

May 21, 2008
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V' A NORTHROP GRUMMAN




QUESTIONS



vI A
Virginia Information Technologies Agency

IT System Security Guideline
ITRM SEC 515-00

Cathie Brown, CISM, CISSP
Deputy Chief Information Security Officer

May 21, 2008

www.vita.virginia.gov



m Virginia Information Technologies Agency @

e |T Systems Security Plans

e |T System Hardening

e Malicious Code Protection

e |IT Systems Development Life Cycle
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e Requirement of the Policy-Section 3.1.3
and the Standard-Section 4.2

e Provides a summary of the security
requirements for the information system

e Describes controls in place or planned for
meeting security requirements

e EXisting security-related documents are
used as input
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(gf:;'}f,s,f gg?g:gggﬁfy p— Roles and System Inventory and IT Security Audit (SEC512-00
Mgmt) Responsibilites | [ | Definition for each Appendix A)
Defined (SEC506-01 |2/ @ Sensitive IT System_
Appendix A) (SECSOS-%1) Appendix
System and Data IT Systems
Classification A é Interoperability
Continuity of Operations Plan (SEC506-01 & Agreement (SEC506- IT Security Audit Corrective
(Includes IT Disaster Appendix B) 01 Appendix C) Action Plan (SEC512-00
Recovery) (VA Dept Appendix D)
Emergency Mgmt)

Risk Assessment Report (SEC506-01 Appendix D)
-IT System Characterization
- Risk Identification
- Control Analysis
- Risk Likelihood Determination
- Risk Impact Analysis
-Overall Risk Determination
-Recommendations
-Results Documentation

N

Information System Security Plan Template (SEC515-00 Appendix A)
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m Virginia Information Technologies Agency @

Information System Security Plan Template
1. Information System Name/Title:
* Unique identifier and name given to the system.

2. Information System Owner and other
Designated Contacts:

* Name, title, agency, address, email address, and phone
number of person who owns the system along with others
I.e. business owner, data owner, system administrator,
ISO, etc .

3. Authorizing Official:

* Name, title, agency, address, email address, and phone
number of the senior management official designated as

the authorizing official.
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4. Information System Operational Status:

e Indicate the operational status of the system. If
more than one status is selected, list which part of
the system is covered under each status.

Operational Under Development Major Modification

5. General System Description/Purpose

e Describe the function or purpose of the system and
the information processes.

6. System Environment

e Provide a general description of the technical
system. Include the primary hardware, software,
and communications equipment.
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7. Related Laws/Regulations/Policies

e List any laws or regulations that establish specific
requirements for the confidentiality, integrity, or
availability of the data in the system.

8. Plan to Implement Recommended Controls
(reference Risk Assessment)
e Provide a description of how security controls
recommended from the risk assessment are being
Implemented or planned to be implemented, and who is
responsible for the implementation.

9. Information System Security Plan
Completion Date:

e Enter the completion date of the plan.
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Completion and Approval Dates

Agency Head or designated ISO approves the
System Security Plan.

10. Information System Security Plan
Approval Date:

e Enter the date the system security plan was
approved and indicate if the approval
documentation is attached or on file.
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Ongoing System Security Plan Maintenance

e Review and update at least every three years or
more often if necessary.

e Some items to include In the review are:

— Change in information system owner;

— Change in information security representative;
— Change in system architecture;

— Change in system status;

— Additions/deletions of system interconnections;
— Change in system scope;

— Change in authorizing official.
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e Baseline IT Security Configuration
Standards

— NIST (National Institute of Standards &
Technology)

— CIS (Center for Internet Security)

e Baseline IT Security Configuration
Standards Records

e Vulnerability Scanning
e Baseline Review and Modification
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e Types of Malicious Code

Viruses and Worms
Trojan Horses
Rootkits

Spyware and Adware
Bots

e Malicious Code Protection Best Practices

Educate the users
Use multiple vendors for protection solutions
Centrally manage and update protection software

Use defense-in-depth approach

e Hardware based malware protection solutions on the
network edges

e Malware protection solutions on each system
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e Defines security-related tasks that must
occur In each phase of a system’s life

cycle

+Define Security h
Requirements
*Design Security
+Verify / Validate

+ Assess Risk
= Classify Data

sanalyze
Sensitivity

Initiati Drefinit
ne
A

Dispositi Implementation

erify [ Validate
#Assess Risk

+Retain Data
*Sanitize Media

sDispose Properly

.
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e |IT Systems Security Guideline (ITRM
SEC515-00) is on ORCA until June 10.

https://apps.vita.virginia.gov/publicORCA/default.asp

e Compliance date for IT Systems Security
Plans for sensitive systems is July 1.
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Thank you!
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| Virginia Information Technologies Agency

Email Encryption

Michael Watson
Incident Management Director

ISOAG Meeting
May 21, 2008
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e Email Encryption Enables 2 Primary
Functions

— Secure Email — Encrypted Malil

e Email is protected from unauthorized parties viewing
the data

— ldentity Confirmation — Digital Signatures

e Verification that the email is from the person in the
senders/from field.
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e You need to be who you say you are...

— Establish your identity with a digital representation.
e Private Key

e You need others to know if you have changed
who you are...

— If you must change your digital identity there has to be
a way to let people know.

e Certificate Revocation List

e You need a way for others to confirm they have
the right identity for you.

— Confirmation that the digital representation hasn’t been
tampered with and is the one that belongs to you.

» Fingerprint/Hash
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e You need to know that someone is who they say
they are...
— Verify their digital representation of themselves.
» Verify their public key
e You need to know if someone changed who they
said they were...

— If you must change your digital identity there has to be
a way to let people know.

e Certificate Revocation List

= You need a way to confirm that they have what
you originally sent.

— Confirmation that the digital representation hasn’t been
tampered with and is the one that belongs to them.

e Fingerprint/Hash
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e Establishing Trust

— Certificate Authority (CA) — The entity that issues
certificates.

e |f trusted all certificates from this CA are also trusted.

e CA’s have their own certificates.
— The CA becomes trusted by “installing” the CA certificate

— Certificate Revocation List (CRL) — A list of certificates
that should not be trusted.

e When a certificate is compromised.
— Fingerprint — A hash of a certificate.

» Use the fingerprint to confirm that the certificate belongs to
the user.
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e Revoking Certificates
— Compromise, Loss, Exposure, etc.
— Certificate Revocation Lists

e Previous encrypted data may be lost

e Enterprise Management

— How do administrators monitor encrypted data?
e Must have access to private key

e Key management must integrate into policies and
procedures.

e EXpiring Trust
— Keys, like passwords, can expire after a period of time.
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e Cryptography allows the exchange of information
to remain private between parties.

e Two primary forms of cryptography

— Asymmetric Encryption
» 2 keys — Public and Private
e PKI, Diffie-Helman, RSA

— Symmetric Encryption
1 key — Secret Key
e AES/Rijndael, 3DES, DES, Blowfish
e Often protocols employ both when encrypting
data
— SSL, TLS, IPSEC
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e Hash — Unigue representation of a set of data.

e 3 Important Properties
— Preimage Resistance
e One Way to Compute

— Second Preimage Resistance
e Hard to guess the input that results in the unique output

— Collision Resistance
e Two different inputs shouldn’t equal the same output
e Hashes are used to compute fingerprints of data
— Summarize data (digest)
— MD5, SHA-1, SHA-2, and coming soon: SHA-3
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e Designated partnership email encryption solution
— Asymmetric Encryption
e AKA Public/Private Key Encryption
— Digital Signatures

e S/MIME

— standard for public key encryption and signing of e-mail
encapsulated in MIME (email messages)

— Provides authentication, message integrity and non-

repudiation of origin (digital signatures) and data
security via encryption.
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e Trust

— In order for certificates/keys to work properly the
Certificate Authority for the certificate issuer must be
trusted.

e Sending an email to another person

— The sender (you) must have the recipients’ (“them”)
public key.

e Receilving an email from someone
— The sender (“them”) must have your public key.
e Verifying a digital signature

— The receiver (you) must have the senders’ (“them?)
public key.

e If multiple parties are receiving email the sender
must have all of the recipients public keys.
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e What happens when a certificate Is
revoked or destroyed?

— Email history
e Monitoring of Encrypted Malil
e Ensuring all communication is encrypted
e Agency management of a certificate
e WWho possesses the certificate?
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e Partnership manages the certificate
ISsuance
— Installation
— Distribution
— Revocation Lists

e Agency manages the authorization of
certificates
— Approves certificate issuance

— Establishes policy for certificate usage
e Includes ensuring compliance

— Decides when to revoke a certificate
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Thank you!
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IS Orientation

Wednesday, May 29%™, 1 to 3:30 pm @ CESC
and Monday, June 23", 2 to 4:30 pm @ CESC

IS Orientation is a small group exploration of
Information Security in the Commonwealth
focusing on the COV IT Security Policy and
Standards and is open to all Commonwealth
state and local government persons interested in

Information Securit.

To register email VITASecurityService@VITA.Virginia.gov
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Commonwealth Information Security Council Meeting

Monday, June 16, 12:00 - 2:00 p.m. @ CESC with
Committee meetings from 2:00 - 3:30 p.m.

If you would like to attend or be on the agenda for either the
Council meeting or a Committee meeting please either
contact a Committee co-chair or send an email to
VITASecurityServices@vita.Virginia.Gov (not vendors please)

Find out more about your Commonwealth Information
Security Officer's Council at
http://www.vita.virginia.gov/security/default.aspx?id=5128
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FREE GARTNER LOCAL RISK, SECURITY & COMPLIANCE BRIEFING
Tuesday, June 17 from 8:00 am to 11:15 am Roberta Witty Research VP,
Gartner <http://www.gartner.com/AnalystBiography?authorld=14667>

Risk, Security & Compliance

Register Today
<http://www.qgartnerinfo.com/lbsec061708/index.php?e=94907886ebba7f4c438e
40af99ec67f9176804515>

Where: Richmond Marriott
<http://www.marriott.com/hotels/travel/ricdt-richmond-marriott/>
500 East Broad Street

Richmond, Virginia 23219

Phone: 804-643-3400
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NEXT ISOAG MEETING!

June 18 1:00 — 4:00

@ CESC
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THANK YOU FOR ATTENDING!!
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